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Abstract: The work suggests a potential solution to contemporary Corporate and National
security concerns, with regards to the use in the future of 5G technologies. In today’s
digital age, individuals, groups and some states, (ab)use the easy access to modern
technologies to further their economic and political objectives. In these endeavors, among
others, these actors utilize jamming attacks (i.e. electronic warfare tactics exclusively used
by the military in the past), in order to produce the well-known effect of DoS (Denial of
Service). Up to now there is no communication technology that is immune to the jamming
attacks, so there is no expectation that the new 5G concept, that is still under development
will be fully resistant to well-known traditional jamming and other types of attacks. The
proposed Security and Quality of Service (QoS) framework provides high levels of security
features and safety, through high-performance mobile broadband networks, using Mobile
Cloud computing. It guarantees QoS provisioning for different broadband services, with
present jamming, as well as, other types of distributed DoS (DDoS) attacks. Moreover, the
trend of integrating various criminal activities in the cyberspace is also presented. The
performance of the proposed security and QoS framework is evaluated through simulations
and analysis with multimedia traffic, in a heterogeneous mobile broadband Cloud
environment with the coexistence of multiple radio technologies.
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1 Introduction

The advancement of modern mobile and wireless technology and its usage in
attending political objectives have changed threat perceptions, definitions of
weapon systems and the way of achieving strategic-political objectives. Although
the use of modern-day technologies and cyberspace provide many benefits there
are numerous examples where individuals, groups and even states have abused
modern technologies and cyberspace in achieving strategic ends. These tendencies
have urged countrywide and corporate security risk management teams to change
the approach to the threat vectors. Consequently, new threat vectors in the digital
age are blurring the line between peace and war. This is understandable giving
that modern technologies have changed the idea of weaponry arsenal at potential
adversaries’ disposal. The cyber-attack(s) understood as syntactic (straight
forward-viruses, worms, Trojans, etc.), semantic (the modification and
dissemination of correct and incorrect information) or combination, can be serious
weapon system. This weapon system can be used for achieving different end-
states. The threat level that these weapons can cause in time, space and effects are
significant.

One example that has a widespread implementation in modern battlespace
activities and is as old as the emergence of radio equipment, it is called the
“jamming” process. This process, because of its nature and method of operation
belongs to the well-known group of attacks called DoS (Denial of Service). Up to
now there is no communication technology that is immune to the jamming attack,
so there is no expectation that the novel 5G concept that is still under development
will be fully resistant to the well-known traditional jamming attacks. The
importance of defining the security measures for the new 5G device-centric based
technology [1-8] that is at the front door is obvious. Considering mentioned, this
technology is expected to take a significant part of the Next Generation Mobile
Broadband network, not bypassing the military networks [9, 10]. Taking suitable
measure against different disruption in the proper functionality of the 5G
technology, including the appropriate answer against the jamming attack, need to
be one of the key areas during the development phase.

Indubitably, the future 5G networks would require smarter devices capable of
providing a broad range of multimedia services to cell customers, with the
enormous spectrum for advanced capabilities. The 5G security of wireless cellular
systems is expected to be divided in the security issues for the main three services:

1. Enhanced Mobile BroadBand (eMBB)
2. Ultra-Reliable Low-Latency Communications (URLLC)
3. Machine-Type Communications (mMMTC) [11-14]

The concept of our framework, presented herein, is a 5G based terminal that has
access to various different radio access technologies (RATS), at the same time and
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to be able to combine different secured flows from different technologies using
advance security and QoS algorithms, vertical multi-homing and multi-streaming
[15] [16].

The paper is organized as follows. Section 2 discusses some background
researches on converging jamming and hacking in the age of cyber warfare in
mobile and wireless networks and provides an overview of different types of
jamming attacks. Section 3 describes the System Model together with the
proposed security and QoS algorithm and a proposed method to mitigate the
jamming effects. In Section 4 the simulation results and analysis are discussed.
Finally, Section 5 gives some conclusions of our work.

2 Related Works

Contemporary dynamics in military affairs confirm that cyberwarfare has
expanded beyond the digital realm. As the wireless networks become a norm so
does the ability to attack a target simultaneously in multiple ways from multiple
domains. Among others, national and corporate security risk assessment teams
produce guidance that urges leadership to merge cyber warfare and traditional
electronic warfare type of activities. Although jamming technologies was once the
exclusive province of the military, today these technologies have become so
commonplace that can be purchased online.

Parallel with the above, along with the improved performances and QoS, the
brand new 5G concept should undoubtedly provide the capability to ensure
security, trust, identity, reliability, and privacy, that are highly vital [17-20]. The
[21] presents that any eventual security solution in the 5G should take into
considerations the needs for low latency, low power, and high reliability.
Moreover, there will be a very wide range of 5G use cases with different
requirements, that will need to be secured and overviewed. Significant importance
in nowadays and future telecommunication networks’ security is to focus on
mobile broadband networks and to prove the vulnerabilities in the implementation
and configuration of those networks. Additional exposure of future mobile and
wireless networks to attacks must be expected from the trend [22-25] away from
imposing advanced RAT functions using proprietary algorithms. One challenging
fact is that the 5G networks, due to the new networks of Internet of Things (10Ts)
[26], Mobile Cloud Computing (MCC) [27], Software-defined networking (SDN)
[28,29] and Network Function Virtualization (NFV) [30] are open doors to novel
security threats [19]. Therefore, the security architectures of the 3G and 4G will
not fulfill the security requirements of the 5G networks, and the securely using
above-mentioned technologies and providing user privacy in future 5G networks
are bringing new concerns, new demanding situations and new challenges.
Moreover, the MCC in 5G has emerged as a key and most significant paradigm,
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promising to augment the capability of mobile terminals through provisioning of
computational resources on demand, and enabling cell users to offload their
processing and storage requirements to the Cloud servers [31].

In that way, a converged access-agnostic core (where identity, mobility, security,
etc. are decoupled from the access technology), which integrates fixed and mobile
core, is envisioned as a direction of IMT-2020 [32, 33]. Therefore, the IMT-2020
network architecture proposed by ITU (International Telecommunication Union),
should be studied to support a true fixed and mobile convergence ensuring a
seamless user experience within the fixed and mobile domains. The most
significant example of 4.5G: LTE-Advanced Pro provides a smooth transition to
5G New Radio (NR) to meet IMT-2020 requirements given from ITU [34].

Different from the other related works, this paper provides Security and Quality of
Service (QoS) framework that can result in a high level of security features and
safety through high-performance mobile broadband networks. The proposed
framework guarantees QoS provisioning for different multimedia services
(including video, audio, and data), with present jamming and distributed denial-of-
service (DDoS) attacks (i.e. the jamming attacks).

However, before we provide an explanation for our proposal it would be useful to
take a brief summary of the different types of jamming attacks.

2.1  Types of Jamming Attacks

There are several distinct classifications of the jamming attacks [35-37]. In the
classification we adopt [38-40], seven jamming models are defined. The most
common model is the constant jamming. This model describes the continuous
signal or noise transmission to interfere with other ongoing transmissions.
Deceptive jamming is very similar to the constant jamming, and the similarity is
that both constantly transmit bits. Unlike the constant jamming, the transmitted
bits in deceptive jamming are not random. The deceptive jamming continually
injects regular packets on the channel without any gaps between the transmissions.
Busy jamming is the type of jamming where a very short pulse of noise is created
for every interval that is less than DIFS (Distributed Inter-Frame Space), so the
nodes are fooled into thinking that the medium is busy. In order to save energy
and reduce the probability of detection, other jamming techniques as bursty or
random jamming are used, where jamming signals transmission is less frequently.
On the other hand, reactive and corruption jamming are the most “intelligent”
jamming techniques which only transmit whenever an ongoing transmission or a
certain message is sensed. None of the recent known mechanisms are capable
enough to handle the jamming attack on wireless networks [41]. An ideal jamming
attack should have high energy efficiency (i.e., consume low power), low
probability of detection, achieve high levels of DoS (i.e., disrupt communications
to the desired extent) and be resistant to PHY layer anti-jamming techniques [42].
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3 System Model and ASECQUA Algorithm

The system model of our proposed framework for secure 5G node is shown in
Figure 1. The 5G node is using network aggregation and is using all available
RAT interfaces. The entire framework is placed in both nodes: the mobile terminal
node and fixed node (secure and QoS server) in the core network, with several (n)
interfaces (each for distinctive RATSs) as shown in Fig. 1. The developed
determined framework is based on advanced Security and QoS provisioning
algorithm, set within a module on network layer with advanced user-centric
aggregation algorithm using vertical multi-homing and multi-streaming
capabilities [15] [16] and [43-45]. According to network congestion and security
conditions, it selects the most suitable, most reliable and most secure RAT/RATS
per used service. We refer to it as Advanced Security QoS-based User-centric
Aggregation (ASECQUA) algorithm, which is defined independently from any
existing or future technology below network layer. The functionalities with more
information and details for the QoS part of the AQUA module are elaborated in
[43] and [44], and for the security part in the [45].
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Figure 1
System model for the Secure 5G node with ASECQUA algorithm

The fundamental novelty and distinction from our previous works [43-45] is the
development of new advanced Security and QoS Module with improved testing
parameter module, IPSec key entity, and Sec+QoS level and thresholds Database,
using vertical multi-homing and multi-streaming security features. It uses Multi-
RAT interfaces and IPSec encapsulation, where IPSec key entity helps with
holding parameters (such as keys) that are used to encrypt and authenticate a
particular flow, in the process of forming the IPSec security associations. The
information for the network congestion, security, and overall conditions is stored
in ASECQUA Cloud server (the Sec+QoS level and thresholds Database) that is a
fixed node placed in the core part of the network, due to higher processing and
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memory requirements. This information can be: number of users connected per
RAT, number of jamming (as one particular type of DDoS attack) attacks per
RAT, jamming attack information, the volume of used capacity per RAT, RAT
reliability, RAT availability, level of the security threats and etc. Also, the mobile
node can have a smaller similar Database, only with collected and necessary
information. The module considers the predefined thresholds for the observed
parameters, in order to choose the most appropriate optimization algorithm (i.e.
the GA (Genetic Algorithm) or LP (Linear Programming) algorithm, stored in the
Optimization Algorithms database). To emphasize, ASECQUA is a novel crucial
component in our system model, complementary to our previous work in this field
([43-45]), but improved with new security features. That gives profound
advantages and better security traffic control for real-time and non-real-time
broadband services. It uses different IPSec encapsulation and keys for each
different traffic streams (IPSec flow 1, IPSec flow 2, etc.) in Tunnel or Transport
mode. Optionally, the mobile node can use one overall IPSec encapsulation (in
transport mode) in the Upper IP Layer for better security in an uplink. The
ASECQUA proxy server, on the other side (in the core network), will do the
IPSec de-capsulation for all streams and will forward the traffic streams in the
core part of the network, Internet or other legacy cellular networks.

3.1 ASECQUA Algorithm

Looking the ASECQUA algorithm, one might also be aware the data
measurements for different selection criteria, which include user requirements,
Security and QoS requirements, operator requirements, as well as radio link
conditions, DDoS attacks, jamming attacks (see the following subsection) and
other security threats in different RATs presented with n inputs as n sets of
parallel criteria functions (CFs), one set per each RAT (from RAT 1 to RAT n).
One RAT CF is shaping and filtering the outputs from the previous components
into adequate interior threshold functions. The ASECQUA module has capability
to select one Optimization Algorithm (OA), which as inputs uses: the outputs of
the n sets of parallel CFs, five values from each RATs (5*n in total) and the output
of the threshold CF for battery support (one value) which shapes and filtrates the
outputs from the user’s mobile battery lifetime. In the process of choosing the
algorithm (GA, LP, or other OA) for optimization of the weighted factors, the
ASECQUA module is doing the optimal and appropriate choice of algorithm,
depending on the different input criteria and conditions for each RAT, for given
service, by coordination of the other entities and mentioned Database.

Finally, the ASECQUA module, besides other mentioned functions, is centered
for the selection of RATS, so the outcome choice should select the high-quality
and most suitable (stable and secure) RAT or RATSs with the highest value for a
RAT ranking function (1). The i-th RAT ranking function is calculated as follows:
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RE SECY -Wee +Q0St; -Woy . CtWe +Vt; -W, + SSt -Wq; + B, - W,
O Wge +Wogs +We +W, +Wg + Wy Wige +Wogs +We + W, +Weg +W, 1)

for 1<i<nand Wy, + W, +We +W, +Wg +W, =1 @)

where Weee Wogs, We, Wy, Weg, W, are assigned weight factors for the CFs of:

Security attack parameter, QoS parameter, service price, velocity of the MT,
signal strength, and ME battery support, respectively. Those values of weight
factors are assigned using a particular method of optimization. On the other hand,
after passing the interior threshold functions for i-th RAT CF, the outputs (shaped
values as real numbers within the limits [0, 1]): SECt; are regarding for the
Security parameters, QoS parameters are QoSti, from service price are Ctj, from
velocity support are Vt;, and from detected signals strength are SSti. The shaped
output value of the threshold CF for battery support is Bt;. So, the final step is
selection of the optimal and the most secure RAT(S) for a given service or stream
(if we have done multi-streaming before):

max_{Optimal(RF; , )f @)
subject to: Weee <1, Wges <1, We <1, W, <1, Wg <1, W, <1 4
and (2) , forl<i<n;1<m<3 ®)

Above we have defined the optimization problem, where service_m is the given
service (i.e. m=1 for audio, m=2 for video and m=3 for data), and Optimal
(RFgat ;) is the optimal function value for the i-th RAT RF, calculated by OA
(which reaches the global optimum).

3.2 Adaptive Transmission Power and Receiver Sensitivity
Adjustment Algorithm with ASECQUA

Despite many proposed countermeasures against low power jamming attacks, the
best results are achieved by the combination of increased transmission power on
the transmitter side, decreased receiver sensitivity (reception power threshold) and
the used spread spectrum technique (iDSSS). DSSS in many scenarios is set as a
default spread spectrum technique on wireless nodes and WiFi Access Points,
whereby transmission power and receiver sensitivity were manually set to the
given level. In our ASECQUA module, we are considering the possibility of
adaptive transmission power and receiver sensitivity adjustment. In order to
achieve this, we propose an algorithm working within the ASECQUA module,
using the amendment 5, part 11, of the 802.11h-2003 standard [46], which
considers transmitting power management, when there is a jamming attack in
some particular RAT. Considering the fact that, in wireless and mobile
communications, the Medium Access Control (MAC) layer is responsible for
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Transmit Power Control (TPC), we are proposing this adaptive transmission
power and receiver sensitivity adjustment mechanism to be implemented at the IP
layer, but to have tight cross-layer connections with the Layer Two. The examined
scenario in our simulation works in infrastructure mode so that most of the
computation will be done by RAT AP (or Base Station if this is not WLAN RAT),
which does not mean that the wireless and mobile client terminals are not able to
implement this standard. All work is supported by three elements which are used
for TPC solution. These three elements are TPC request element, TPC report
element and Power constraint element [46]. As can be seen in [46], there are 4
octets in the TPC Report element. The information about transmission power
(used to send TPC Report element back to the node, or in our case AP) and actual
link margin (received transmission power from the client stations measured at the
side of the AP minus sensitivity for the time when related TPC Request element
was received) is contained in the last two octets. This information follows as a
response to a TPC Request element. Received TPC reports are stored in AP’s
database, and these reports are used for the purpose of power control. Fig. 2 shows
the process of measurement of the TPC for the AP. Based on the information from
the TPC Report elements the AP calculates the minimum transmit power it needs
to set for downlink (DL) communication with each of the wireless client stations
(STAs). The AP also calculates the transmit power for each of the client stations
which they should set for uplink (UL) communication with the AP. The
management frame containing information about the minimum and maximum
transmit power is than sent to the client stations [46].

Start

Send TPC request to

all associated clients #7

Send TPC measurement
request to the new clients

Figure 2
TPC measurement process in ASECQUA algorithm
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Considering the client n, in order to guarantee QoS, desired received power Py, is
equal to:

I:>rn = Sinn +D (6)
where Sinn is the receiver’s sensitivity and D is the margin to be above the
receiver’s sensitivity. If we replace all losses, including Free space path loss
(FSPL), shadowing effects and jamming with L, then the transmit power can be
calculated as:

l:)RSSIn: tnan+Sinn+D=|n+D (7)

The link margin Mn(i) in the TPC Report for the i-th measurement is:
Mn(i)zprn(i)_sinn 8

The transmit power by the AP used to transmit data frames to client n is equal to

Prssi or desired Pyn.

Set default power level
and TCP expiry time Trpc

|
Send TPC request

Received
TPC report?

Estimate Ul pathloss for client n

v

Store DI margins and Ul pathloss for
client n in the database

Increase Tx power level

Estimate desired Ul Tx for the
transmission power from client n,
Prrsiun and desired Tx power for the
transmission to the client n Pgss; n

v
Estimate desired sensitivity for client
n, Sp and desired sensitivity for AP,
Sap

v

Send Prssi un, Sn }*
Figure 3

TPC decision based on TPC report elements from the adequate terminals in ASECQUA
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The power is controlled per each client station, so for each station different
transmitter power is used. Fig. 3 shows algorithm decision on AP side based on
measurement reports from wireless client stations. It should be mentioned that
many mobile and wireless cards do not support a change of the transmit power on
the AP side, so the AP sets its transmit power based on the mobile and wireless
client terminal that facing worst link conditions. In this way, the AP transmits
sufficient power so the STA with worst conditions successfully receives wireless
packets. If the AP is associated with many STAs, the AP's transmit power is:

P, :maxn(Pm):maXn(PRssm) (9)

When the AP initializes, it transmits at default power level, that is: Pt(o) =maxP-

As it is shown in Fig. 3, the AP estimates path loss for client n (which will include
FSPL, shadowing effects, and jamming effects), stores DL margins and UL path
loss for client station, estimates its own transmission power and sensitivity, as
well as STA transmission power and sensitivity. The AP also sends the estimated
STA transmission power and sensitivity to the appropriate STA. If the link
experiences some problems, in our case if a jamming attack occurs, the AP will
not receive TPC Report, and it will iteratively increase its transmit power (each
iteration will increase the power for 0.005 W). On the wireless and mobile client
side, the situation is same. TPC Request/Report elements can be also implemented
on STA side [46], so the STA can also iteratively increasing the power level until
TCP Report from the AP is received. As it is shown in equations (6) and (7), the
receiver sensitivity is also connected with transmission power, so the AP can
estimate and send the best transmission power-receiver sensitivity ratio, which
means that if transmission power on one site is increased, the receiver sensitivity
on the opposite side can be decreased, so any noise which occurs in
communication link, including the jamming signal produced by low power
jammers, can be squelched.

4 Simulation Results and Analysis

The obtained simulation results for average aggregated system throughput, as well
as average multimedia secure access probability values for different 5G and
heterogeneous mobile and wireless broadband network conditions (with different
security threats per different RATS), are presented furthermore. The jamming and
DDosS attacks and the effects of these attacks are simulated in OPNET Modeler
environment [40] [47-52]. The performance of the proposed ASECQUA
framework is evaluated through simulations done in both MATLAB and OPNET.
For solving the optimization problem (3) we are using MATLAB functions: GA
when using genetic algorithm and LP when using linear programming, for finding
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the optimal (maximal) RAT ranking function (1) for a given service. Moreover,
the adaptive transmission power and receiver sensitivity adjustment algorithm
proposed in subsection 3.2 is written in MATLAB scripts. After that, the
calculations and results from MATLAB scripts and functions, using the
technology of the MATLAB engine interface are integrated into OPNET, where
the system model is placed.

The average aggregated system throughput is the average sum of all throughputs
per mobile node, and the multimedia secure access probability ratio is calculated
as the ratio of all successful and secure multimedia service access attempts from
the users and the total number of all multimedia service access attempts (including
not secure multimedia service access attempts due to the jamming attacks, DDoS
attacks or other cyber and security threats). Our simulation scenario is a multi-cell
scenario, plotted in the dense urban area, with random initial locations of MTs
uniformly distributed within the entire observed area. The scenario consists of
three kinds of RATSs. All base stations are positioned in various locations within
the simulation area, and their positions (per cell), together with their network
coverage areas and capacities are given in Tab. 1. The values are carefully chosen
in order to correspond with the certain standardized capacities of LTE, IEEE
802.11n and IEEE 802.11ac.

All RATSs are constantly attacked by a different kind of DDoS attacks (TCP SYN
flood, UDP flood, and ICMP Ping Distributed DoS (DDoS) attacks and jamming
attacks). Those DDoS attacks are causing inability to access any service from the
MTs and the jamming attacks are preventing the MTs to communicate by
occupying the channel that they are communicating. Moreover, in RAT1 (LTE)
we have adaptive modulation and coding, i.e., at different destination points from
the RAT1 (LTE) base stations we are using different modulation and coding
schemes. For mobile nodes physical mobility, we have adopted 2-dimensional
implementation of the Gauss-Markov Mobility model considering average speeds
in the range of 20-320 km/h. This mobility model provides a high level of
randomness for user mobility. Also, when a group of mobile nodes is leaving the
RAT1 (macro) cell, it is supposed that the same number of mobile nodes is
incoming in the observed cell from other neighboring cells, so the number of
mobile nodes per cell remains constant over the simulation time. The multimedia
service flow model consists of three types of services as follows:

1tservice type:  Video conference with a low bit rate (128 kbit/s) and small
latency.

2" service type:  Video-streaming with medium bit rate (256 kbit/s) and low
propagation time, plus jitter sensitive.

3" service type:  Data service with high bitrate (512 kbit/s) or larger latency,
but has requirements for zero packet delivery errors.
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During the simulation for a given number of ordinary active mobile users N, each
user is randomly assigned to one of the three types of services defined above.

When the users have MT with ASECQUA module within, for each user are
randomly assigned all three types of multimedia services. We have done five cases
for this scenario:

Case 1: All MTs are enhanced with ASECQUA module with GA optimizations
in our three-RAT MT with three interfaces.

Case 2: All MTs are enhanced with ASECQUA module with LP optimization
algorithm, instead of having GA. We refer to this kind of MT as MT
with LP module (ASECQUA_LP).

Case 3: All MTs are using only RAT1 technology (only LTE interface),
without ASECQUA module within.

Case 4: All MTs are using only RAT2 technology (only IEEE 802.16n
interface), without ASECQUA module within.

Case 5: All MTs are using only RAT3 technology (only IEEE 802.16ac
interface), without ASECQUA module within.

The simulation results regarding the achievable average aggregated throughput
(R) are shown in Fig. 4, which provides results on the average throughput (per
cell) versus the number of MTs for all five cases.

Table 1
Parameter Values for the RATs

Position(s) Network Network
(meter, meter) Radius (meter) | Capacity [kbps]
RAT 1 | (0,0) 2100 300000
RAT 2 (0,0), (120,120), (-120,120), (-120,- 70 600000
120), (120, -120), (0, -255), (0, 255)
RAT 3 (0,0), (0, 120), (-120, 0), (120,120), 40 7000000
(-120,120), (-120,-120), (120, -120)

The average velocity of the MTs is set to 40 km/h and the total simulation time is
120 seconds (according to [53] it is default service duration for getting valuable
statistical results from the Security and QoS measurements for any multimedia
services). As one can notice, the throughput for our MT, with ASECQUA module,
for any number of used MTs, is much higher than the average throughput values
in the case when we use only MTs that can access only RAT1 (R_RAT1_MT), or
in the case when we use only MTs that access RAT2 (R_RAT2_MT) or RAT3
(R_RAT3_MT).

Comparing the throughput for the R_ASECQUA_LP curve (where the LP is used
as OA) and the throughput in the case when GA is used as OA within the
ASECQUA module of MT (R_ASECQUA_GA), the MT with LP is achieving the
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highest throughput for any number of ME. This indicates that the MT with LP can
be used for middle to high traffic congestion scenarios (more than 360 MTSs)
because gives overall better yields then GA OA.

Furthermore, in Fig. 5 are presented the average multimedia secure access
probability ratio per cell (Pm_sec_acc) values for different velocities of the MTs,
with 500 MTs and simulation time of 120 seconds. For the first case, when we use
MTs with ASECQUA modules with LP algorithm, the average Pm_sec_acc
values are higher than the MTs with ASECQUA modules with the GA algorithm
for any average speed of MTs. As it was expected, for the first two Cases (with
ASECQUA module) the values for Pm_sec_acc are higher than the values
obtained for the cases when we used MTs that can access only one RAT. The
difference between MTs with ASECQUA module with GA OA and those with LP
OA is in range of 0.125 or less for the Pm_sec_acc per cell. In case of higher
velocity (when the average velocity of MTs is more than 200 km/h), the
preference should be given to LP OA for all cases where this Secure-QoS
parameter (Pm_sec_acc) is crucial for the services. Generally, the higher value for
Pm_sec_acc further results in lower packet error ratio, higher service availability,
reliability and security, as well as in higher aggregated bit rates due to vertical
multi-homing, multi-streaming and RAT aggregation. Finally, Fig. 6 depicted the
values for Pm_sec_acc per cell versus the number of MTs, when all MTs are
moving with an average speed of 50 km/h and simulation time of 120 seconds. For
the cases when we use MTs with ASECQUA modules with LP or GA algorithm,
the average Pm_sec_acc values are higher than the other cases when the MTs are
without ASECQUA modules.
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Figure 4
Average throughput per cell versus number of MTs
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The difference between those two cases is 0.1 or less in the average multimedia
secure access probability ratios. As can be seen, the number of MTs is very high,
and this scenario is for dense network conditions.

So, if we have MTs with the ASECQUA module within, with two options for
choosing LP or GA optimization algorithms, in those network conditions, where
there are high dense networks (where mobile nodes are above hundreds) - we will
use LP. However, it is always wise to have a backup and shared combinations of
Secure and QoS optimization algorithms for different network conditions and
environments. Undoubtedly, the 5G nodes with ASECQUA are achieving superior
results regarding the aggregated average aggregated throughput and multimedia
secure access probability ratio per service with optimal secure RAT(s) selections.

Conclusions

The trend of integrating criminal and warfare methods with inexpensive
technologies to achieve individual, criminal or national security objectives can
pose serious challenges to the implementation of future ICT technologies. The
expected and promising 5G based technology will not be immune to these threats.
Including the jamming process. Solutions that will mitigate the upcoming 5G
devices’ vulnerabilities from jamming attacks, build trust among the end-users
(individuals, corporate, public stakeholders). The presented framework herein
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could be adapted to serve corporate or national security purposes. As we have
shown, this framework, called the ASECQUA module, can provide future
Security and QoS provisioning within the 5G network capacity aggregation with
vertical multi-homing and multi-streaming features. The presented results prove
that this framework provides the highest level of multimedia, secure access
probability ratio and highest aggregated throughputs for each multimedia and
broadband service, over secure traffic tunnels. Moreover, the proposed, combined
anti-jamming mechanisms, within ASECQUA show results that are almost the
same as in the case when no jammer is used. Here we also propose an algorithm
for adaptive transmission power and receiver sensitivity control, in order to
achieve desired transmission power and receiver sensitivity adjustment. In that
manner, optimal, secure and QoS-based usage of available wireless and mobile
broadband resources is essential for the excellent provision of any broadband
service, with a high level of security.

In one future 5G, a possible scenario for using various broadband services from
the end users over the 5G and other heterogeneous wireless and mobile broadband
networks, the 5G mobile node and ASECQUA proxy server with vertical multi-
homing and multi-streaming security features are able to handle simultaneously
multiple RAT connections. Moreover, there will be high speed wireless and
mobile connections for each broadband service (e.g., web, video streaming, ftp,
etc.) by transmitting each object of each service in a separate IPSec stream, to
achieve the highest level of secure communications and satisfied end-users.

Finally, the given advanced framework for 5G and heterogeneous wireless and
mobile broadband networks can be one of the key solutions for future network
architectures, not only 5G, but beyond. Because of the fact that the presented
framework achieves maximal aggregated throughput and multimedia secure
access probability ratio, and consequently better overall security and QoS
performances. The given advanced framework for 5G could be easy extended for
mobile cloud computing and security plus QoS orchestration mechanisms in all
network entities, including the smart mobile devices, i.e. the cloud computing
would be extended at the edge of the network in a form of intelligent multi-access
edge computing. The time is near, where more and more virtual network
functionality, including blockchain technology, will be executed in a mobile cloud
and edge computing environment, including many parts of our given advanced
framework. They together, would provide ubiquitous computing and broadband
service to the users, where devices, smart terminals, laptops, machines, but also,
smart things and robots would become innovative tools that would produce and
use different services and data, i.e. they would be able to provide “Anything as a
Service” (AaaS) as well.
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