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Abstract: Our new approach to the calculus of mobile ambients is suitable for expressing
the dynamic properties of mobile code applications, where the main goal is to avoid the
ambiguities and possible maliciousness of some constructions. We define a behavioral
scheme assigned to process types that statically specifies and checks access rights for
authorization of ambients and threads to communicate and move. As an expressiveness test,
we showed that the well-known r-calculus of concurrency and mobility can be encoded in
our calculus in a natural way.
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1 Introduction

The calculus of mobile ambients [1] is based on a concurrency paradigm
represented by the z-calculus [2]. It introduces the notion of an ambient as a
bounded place where concurrent computation takes place, which can contain
nested subambients in a hierarchical structure, and which can move in and out of
other ambients, i.e., up and down the hierarchy that rearranges the structure of
ambients. Communication can only occur locally within each ambient through a
common anonymous channel. Communication between different ambients has to
be performed by movement and by dissolution of ambient boundaries.

Mobile ambients model several computational entities: mobile agents, mobile
processes, messages, packets or frames, physical or virtual locations,
administrative and security domains in a distributed system and also mobile
devices. This variety means in principle there are no differences among various
kinds of software components when expressing by mobile ambients. In mobile
ambients there are implicitly two main forms of entities which we will
respectively call threads and ambients. Threads are unnamed sequences of
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primitive actions to be executed sequentially, generally in concurrence with other
threads. They can perform communication and drive their containers through the
spatial hierarchy but cannot individually go from one ambient to another.
Ambients are named containers of concurrent threads. They can enter and exit
other ambients, driven by their internal processes, but cannot directly perform
communication. It is very important to ensure indivisibility and the autonomous
behavior of ambients (this is also important e.g. for objects).

Communication between ambients is represented by the movement of other
ambient of usually shorter life, which have their boundaries dissolved by an open
action to expose their internal threads performing local communication operations.
Such capability of opening an ambient is potentially dangerous [3, 4, 5]. It could
be used inadvertently to open and thus destroy the individuality of an object or
mobile agent. Remote communication is usually emulated as a movement of such
ambients (communication packages) in the hierarchy structure.

Table 1
Abstract syntax

M = mobility operations
| n name
| inM move ambient into M
| out M move ambient out of M
| move M move thread into M
| MM’ path
P:= processes
| O inactive process
| P|P parallel composition
| 'P replication
| MI[P] ambient
| (vn:P[B])P name restriction
| M.P action of the operation
| (M).P synchronous output
| (n:p).P synchronous input

We explore a different approach, where we intend to keep the purely local
character of communication so that no hidden costs are present in the
communication primitives, but without open operation. This solves the problem of
dissolving boundaries of ambients but disables interactions of threads from
separate ambients. We must introduce a new operation, move, for moving threads
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between ambients. The idea comes from mobile code programming paradigms [6],
where moving threads can express a strong mobility mechanism, by which the
procedure can (through move operation) suspend its execution on one machine and
resume it exactly from the same point on another (remote) machine. This solves
the problem of threads mobility and by moving threads between ambients we can
emulate communication between the ambients.

2 Overview of the Calculus

1.1 Syntax

The abstract syntax of the terms of our calculus in Table 1 is the same as that of
mobile ambients, except for the absence of open and the presence of the new
operation move for moving threads between ambients.

Table 2

Free (a) and bound (b) names
fn(n) = {n} bn(n) =92
fu(in M) = fu(M) bn(in M) =bn(M)
fn(out M) = fu(M) bn(out M) =bn(M)
fn(move M) = fn(M) bn(move M) =bn(M)
MM = fa(M)v fn(M'") | bn(M.M")=bn(M)wbn(M")
fm0)=92 bn(0)=9
fn(P| P = fu(P)v fu(P") bn(P| P")=bn(P)wbn(P")
fm('P) = fu(P) bn(!P) = bn(P)

Sn(M[P]) = (M) fn(P) | bn(M[P]) = bn(M )W bn(P)
fn((vn: P[B)P) = fn(P)—{n} | bu((vn:P[B])P) = bn(P) U {n}
fiu(M.P) = fu(M)U fa(P) bn(M .P) = bn(M) U bn(P)
fu({M).P) = fu(M)U fia(P) | bn({M).P) = bn(M) U bn(P)
Sn((n: 1).P) = fn(P)—{n} bn((n: p).P) = bn(P) {n}

() (b)
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1.2 Operational Semantics

The operational semantics is given by reduction relation along with a structural
congruence, in the same way as those for mobile ambients.

Table 3
Structural congruence
equivalence:
P=P (SRefl)
P=0=0=P (SSymm)
P=0,0=R=P=R (STrans)
congruence:
P=Q0=P|R=0|R (SPar)
P=0=1P=10 (SRepl)
P=0Q0= M[P]=M[(] (SAmb)
P=Q0= (vn:P[B])P=(vn:P[B])O (SRes)
P=Q=>MP=MQ (SAct)
P=0=(M).P=(M)Q (SCommOut)
P=0=m:p).P=(n:pn).0 (SCommlIn)
sequential composition (associativity):
MMHNP=MM'P (SPath)
parallel composition:
PIQ=0|P (SParComm)
(P|Q)|R=P|(Q|R) (SParAssoc)
P|0=P (SParNull)
replication:
\P=P|!P (SReplPar)
10=0 (SRepINull)
restriction and scope extrusion:
n#=m= (vn:P[B)(vm:P[B)P=(m:P[B)(vn:P[B])P (SResRes)
ng m(Q)= (vn:P[B)P|Q=n:P[B)(P|Q) (SResPar)
n#m= (vn:P[B])m[P]=m[(vn:P[B])P] (SResAmb)
(vn:P[B])0=0 (SResNull)
garbage collection:
(vn:P[B]n[0]=0 (SAmbNull)
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Each name of the process term can figure either as free (Table 2a) or bound (Table
2b).

We write P{n< M} for a substitution of the capability M for each free
occurrences of the name # in the term P . The similarly for M{n <« M} .
Structural congruence is shown in Table 3 and it is standard for mobile ambients.

In addition, we identify processes up to renaming of bound names (a-conversion)
as shown in Table 4.

Table 4

a-conversion

(vn:P[B)P=(vm:P[B))P{n < m} meg fu(P) (SAlphaRes)
(n:p)P=(m: y)P{n<—m} me fn(P) (SAlphaCommlIn)

The reduction rules in Table 5 are those for mobile ambients, with the obvious
difference consisting in the synchronous output and the missing open operation,
and with the new rule for the move operation similar to the “migrate” instructions
for strong code mobility in software agents.

Table 5

Reduction rules

basic reductions:
nlin m.P| Q]| m[R] — m[n[P| Q]| R] (RIn)
m[n[out m.P| Q]| R] > n[P| Q]| m[R] (ROut)
n[move m.P | Q]| m[R]— n[Q]|m[P|R] (RMove)

(n: p).P|{M)Q—> Pn—M}|Q (RComm)
structural reductions:

P>QO0=P|R—>Q|R (RPar)

P— Q= n[P]— nQ] (RAmb)

P—> Q= wn:P[B))P > (vn:P[B))Q (RRes)

P'=P,P—>Q0,0=0=P >0 (RStruct)

3 Overview of the Type System

The restriction of the mobility operations is defined by types applying a
behavioral scheme. The scheme allows setting up the access rights for traveling of
threads and ambients in the ambient hierarchy space of the system.
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3.1 Types and Behavioral Scheme

Types are defined in Table 6 where we present communication types and message
types.
Table 6

Types with behavioral schemes

K= communication type

| L no communication

| u communication of messages of type
M= message type

| P[B] process with behavioral scheme 5

|

O[B 1+ B']  operation which changes behavioral scheme B to B’

The behavioral scheme is the structure B= (x, Reside, Pass, Move) which contains
four components:

e k is the communication type of the ambient’s threads

e Reside is the set of behavioral schemes of other ambients where the
ambient can stay

e  Pass is the set of behavioral schemes of other ambients that ambient can
go through, it must be Pass c Reside

e  Move is the set of behavioral schemes of other ambients where ambient
can move its containing thread

3.2 Typing Rules

The type environment is defined as a set I' = {n, : g,,...,n, : 4,} where each n, : 1,
assigns a unique type x; to a name #, .
The domain of the type environment is defined by:
1 Dom(QD)=9
2 Dom(I',n:u)=Dom(I')U{n}
We define two type formulas for our ambient calculus:
1 THFM:u

2 TFP:PB]

~10-
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Typing rules are shown in Table 7 and they are used to derive type formulas of
ambient processes. We say the process is well-typed when we are able to derive a
type formula for it using our typing rules. Well-typed processes respect the
communication and mobility restrictions defined in all behavioral schemes of the
system.

Table 7
Typing rules
nipel (TName)
'kn:p
I'EM:P[B] BePass(B")
- , ; (TIn)
I'tinM:O[B'— B']
I'M :P[B] BePass(B') Reside(B)c Reside(B") Tout
T out M:O[B — B'] (TOu)
I'-M:P[B] BeMove(B") ™
I'Fmove M :O[B+ B'] (TMove)
I'EM:QOB"—>B] THFM'":O[B— B']
; - (TPath)
I'EM.M'":QO[B B
S (TNull)
I'H0:P[B]
I'tP:P[B] TP :P[B]
(TPar)
I'tP|P:P[B]
' P:P[B]
— (TRepl)
I'H!P:P[B]
I'EP:P[B] THM:P[B] B'e Reside(B)
(TAmb)
't M[P]:P[B]
I,n:P[B'1F P:P[B] R
T+ (vn:P[B)P:P[B] (TRes)
I'-M:Q[B— Bl T'+HP:P[B]
(TAct)
I'-M.P:P[B']
'-P:PB] THFM:p x(B)=u (TCommOus)
I'=(M).P:P[B]
Ion:ubP:PB] x(B)=u
I'E(n:p).P:P[B] (TCommln)

-11-
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4 Encoding Named Channels

A standard expressiveness test for the ambient calculus and our variant is the
encoding of communication on named channels via local anonymous
communication within ambients. We consider a core fragment of the typed
monadic synchronous z-calculus, given by the following grammar:

P:=x(y:0).P|X(z).P|newa:cP|B|P|!P

where P, P,P, denotes processes and x, y, z, a are named channels from the set of
all names N and lets k be their number.

Table 8

Free and bound names in z-calculus
Jin, (x(y:0).P) = {x} U fin (P) | bn (x(y:0).P) = {y} Ubn, (P)
S (x(z).P)={x,z} U fu_(P) bn_ (x(z).P)=bn_(P)
fin (new a:o P)= fu (P)—{a} | bn,(new a:oc P)=bn (P)U{a}
fu, (BB = fu, (B)U fin(B) |bn,(B|P)=bn,(B)ubn(P)
S (\P) = fn, (P) bn_(!P) = bn_(P)

Table 9

Structural congruence in z-calculus

P=_P (7SRefl)
P=_0=0=_P (7SSymm)
P=_0,0=, R=P=_R (7STrans)
P= 0=x(z:0)P=,x(z:0).0 (#SCommlIn)
P=,0=x(z).P=, X(2).0 (7SCommOut)
P=_0O=newa:c P= newa:ocQ (7SRes)
P=_O0=P|R=_0|R (#SPar)
P=,0=1P=10 (7SRepl)
P|lO= 0|P (#SParComm)
(PIOQ)R=, P[(Q|R) (7SParAssoc)
'\P=_P|IP (#SReplPar)
azb=>newa:onewb:c'P=_newb:oc'newa:c P (zSResRes)
ag fu (P)=>newa:oc(P|Q)=,newa:oc P|Q (7SResPar)
a¢ fn (P)=>newa:cP=_P (7SResSkip)

-12-
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The set of free and bound names of n-calculus terms are in Table 8.

Table 10

Free and bound names in z-calculus

P> O=>newa:cP—>_newa:cQ  (7zRRes)
P> O=P|R—>,0|R (7RPar)
x(y:0).P|x(z).Q >, Py < z}|0 (7RComm)
P'=, P,P—>_ 00=0=P > 0 (7R Struct)

Structural operational semantics of #-calculus is given by the structural
congruence =, (Table 9) and reduction relation —, (Table 10).

Table 11
Typing rules in z-calculus
a:cel’
-z - (#TName)
ra:o
I'-x:CH(o) TI,y:ocFP C .
I'-x(y:0).P (#TCommln)
'x:CH(o) TtFz:c THP
— (#TCommOut)
I'Xx{z).P
Ta:cFP TR
'newa:o P (#TRes)
'R T'FPR p
TR, (#TPar)
r-p (#TRepl)
E— 7TRe
TP i

The type of communication channel is denoted by o and is given by the grammar:

o :=CH()| CH(o)

The type environment of the term P and the type formula in the type system of the
n-calculus are defined in the following way:

I'={Va:o|ae fn,(P)}

I'Fa:oc THP

~13-
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where a: o is pair of communication name ¢ and its communication channel type
o. Formula ' a: o denotes that a:o €’ (where o is the unique type of name

a) and formula I" - P denotes that term P is correctly typed in type environment
I.

The type formulas in the type system of z-calculus are derived using the typing
rules shown in Table 11.

The main idea of communication channels encoding in the system of mobile
ambients is the representation of the channel by an ambient. The process term
whose prefix is a communication action on channel x is expressed by a thread
which is at first moved to an ambient x[...] and then it is moved back to the
original ambient. While the move operation allows moving only to the neighbor
(concurrent) ambient, we must define ambient p concurrent to ambient of channel
x. The ambient p will encode the following term P from the z-calculus i.e.

PPN AL ]

Table 12

Encoding of 7-calculus terms

[Pl = pIIPIIIN]

[{a,...,a.}1=a[..]]...] a,[...], "'where k the number of names in N\

[x(y:0).P]=move x.(y:[ol).move p[P]
[x(z).P] = move x{z).move p[ P]

[new a:o P] = (va:[ol)(alout p]|[P])
[7|B1=1R]IIR]

[PI=1PI

[T1={p:P[B,],Va:lolla:cel}

[o]l=P[B], where i is the level of nested CH() in o

The sequence of hierarchical types CH(), CH(CH()),...,CH'() is expressed as the
same sequence of behavioral schemes B),5,...,5,, where / is the deepest level of

nested CH() . The behavioral schemes have following structure:

B, = (L.{B.5,}.{B,}.{5,})
Bl = (P[BO]’{B’BP}’{B[)}’{B[)})

B, = (PIB,1.{B.5,},B,},18,})

B, = (P15.,],1B,5,}.{5,}.{5,})

_14-
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where B, is the behavioral scheme of ambient p and B is the behavioral scheme
of the whole encoded process term, i.e. term p[[PI]|ql...]]...]q.[...]-

Behavioral scheme B, of ambient p has following structure:

B, =(L{B}.@,{B,.B.....B})

The encoding of term P with the set of name N and type system I" of z-calculus
to mobile ambient is given by Table 12.

The correctness of z-calculus encoding is shown in following two theorems.

Theorem 1: (respecting types) Let P is the term of z-calculus with the set of
names AN and ' P . Then [['JF [P, :P[B] for some behavioral scheme B.

Proof: By induction on the structure of the process.

Let P=x(y:0).P' and according (#TCommln) there is T'F x(y:0).P" by
assumption T'Fx:CH(o) and T,y:ockFP'. After encoding we get
[P, = p[move x.(y :[o]).move p[PT|INT, [T1={p: PIB,],Va:l[ol|a:oel},
[ol=P[B], and [CH(o)]=P[B._]. Then according (TPar), (TAmb), (TAct),
(TMove), and (TCommlIn) there is [I']+[P], : P[B] for some B.

Let P=Xx{z).P' and according (#ZTCommOut) there is I' - x(z).P' by assumption
'tx:CH(o), Ttz:oc, ad THFP. After encoding we get
[P1, = plmove x{z).move p[P'T|[N1, [Tl={p: P[B,],Va:lcl|a:ceT},
[ocl=P[B], and [CH(o)l=P[5_,]. Then according (TPar), (TAmb), (TAct),
(TMove), and (TCommOut) there is [I'] - [P], : P[B] for some 5.

Let P=newa:o P' and according (7#TRes) there is 'Fnewa:o P if
[,a:o b P'. After encoding we get [P], = p[(va:[ol)(alout p]|[PD]IINT,
[T1={p:P[B,],Va:lol|a:cel}, and [c]=P[B]. Then according (TPar),
(TAmb), (TRes), again according (TPar), (TAmb), and according (TOut) there is
[TT=IPI, : P[B] for some B.

Let P=P'|P" and according (#TPar) there is T+ P'| P" by assumption '+ P’
and T[FP". After encoding we get [Pl =pllPTIPDIINT,
[T1={p:P[B,],Va:[olla:cel}, and [o]=P[B]. Then according (TPar),
(TAmb), and again according (TPar) there is [I']-[P], : P[B] for some 5.

Let P=!P’ and according (#TRepl) there is T'H!P" if T+ P'. After encoding
we get [Pl =plIP'DIIINT, [Tl={p:P[B,Va:lolla:cel}, and

~15-
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[ocl=P[B]. Then according (TPar), (TAmb), and (TRepl) there is
[CI1FLPI, :P[B] for some B.

Theorem 2: (encoding correctness) Let P is the term of z-calculus with the set of
name N .If P=_Q then [P], =[Q], andif P—_Q then [P], —*[O], .

Proof: By induction on the structure of the process.

1. Let P is the term of z-calculus with the set of names A . If P=_Q then
[Pl =021, -

(7#SRefl) Let P=_ P then [P], =[P], .

(7nSSymm) Let O=_ P then [O], =[P], -

(7#STrans) Let P=, R and R=_ QO for some R and let [P], =[R], and
[R1, =001, then [P], =[01, .

(zSCommlIn) Let P=x(y:0).P', QO=x(y:0)Q', P'=_0 end Ilet
[P, =001, . According definition of the structural congruence = there is
plmove x.(y :[o]).move p[P'1]|[N 1= plmove x.(y : [c]).move p[O'T]| [NT,
what is [x(y:0).P' ], =[x(y:0).01, .

(7SCommOut) Let P=Xx({z).P', Q=x(z).Q0", P'=, Q" and let [P'], =[0'], .

According  definition of the structural congruence =  there is
plmove x{z).move p[P'1]| [N 1= p[move x{z).move p[Q'T]|[N]1, what is

[x(z).P'], =[x{2).0'], .

(#nSRes) Let P=newa:cP', Q=newa:cQ', P'=_0Q and Ilet
[P, =001, . According definition of the structural congruence = there is
plva:lol)alout p]|[PIIIINT= pl(va:lol(alout p]|IO'DIIINT, what is
[newa:o P, =[newa:c 01, .

(#SPar) Let P=P'|R, Q=0Q'|R, P'=, Q" and let [P'], =[O'], . According
definition of the structural congruence = there is
PIIPTIIRNITN T = plIQTITRII TN T, whatis [P'| R, =[Q"| RT, -
(#SRepl) Let P='P", 0=10", P'= Q" and let [P'], =[0'], . According
definition of the structural congruence = there is p[![[P'1]|[N 1= p[IO'T|INT,
whatis ['P'], =[O0, .

~16-
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(#SParComm) Let P=P'|P" a Q=P"|P'. According definition of the
structural congruence = there is p[[P']|[P"T]1| [N 1= p[[P"1|[P'1| [N, what
is [P'| P"], =[P"| P'l, .

(#SParAssoc) Let P=(P'|P")|P" and Q= P'|(P"|P"). According definition
of the structural congruence = there is p[[P'1|([P"1I[P"D]IIN]=
plAPTILP DITP IIINT, whatis [(P'| P")| P"], =[P'|(P"| P")], .

(7SReplPar) Let P=!P’" and Q= P'|!P'. According definition of the structural
congruence = there is p[[PTIIIN]1= p[[P'TITPTIINT, what is
NP1, =[P !PT, .

(7nSResRes) Let P=newa:onewb:c' P, O=newb:c'newa:oc P' and
a#b. According definition of the structural congruence = there is
pl(va:lol)alout p]|(vb:[o'D(Blout plI TP INIIN 1= pl(vh:[oI)(blout p]|

(va:lol)alout p]|TP'INIIINT, what is [newa:onewb:c' P, =
[newb:c'newa:o P, .

(7#SResPar) Let P=newa:c (P'|P"), OQ=newa:c P'|P" a ag¢ fn (P').
There is fu([P'l)= fu (P)Yu{p} and a=p.If a¢ fu_(P'),then a¢ fu([P']).
According  definition of the structural congruence =  there is
plva:[oNAPTIIP DI INT = plva:[oDIPTIPTIINT,  what s
[newa:o (P'|P")], =lnewa:c P'|P"], .

(#SResSkip) Let P=newa:cP', Q=P and a¢ fo (P). There is
(PN =fm,(PYyui{p, and a=p. If ae¢ fun (P), then ae fm([P]).

According  definition of the structural congruence =  there is

pl(va:lol)(alout p]|IP'DIIN]1= pl(va:[ohalout p]|TPTNITN] and
a¢ fm([P']), whatis [newa:o P, =[P'], .

2. Let P is the term of z-calculus with the set of names A . If P—_Q then
[P —*QO], -

(7RRes) Let P=newa:c P', Q=newa:c Q" and P'—_Q'. We need to

show, if fi,(new a:o P')c N, then [new a:o P'],, »>*[newa:o Q' . If

fn.newa:oc PYc N, then fn_ (P)c N uUf{a}, what means that ag¢ N .

According [P, =*[0Q'] ., and by repeat usage of (RRes) and structural

congruence = we get (va:l[al])[[P']]NU{a} —>*wa:[ocDIQly - Then

(va:[oDIP Ty = va:[oDPIP NN Uial) = o[NPI P T IA T dl..

plinew a:o PNl [NT=[newa:c P, and the same way we get

_17-
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(va: [[a]])[[Q']]NUm =[newa:c Q'1,,, what is [newa:cP'] —¥

NU{a}

newa:o Q'1, .

(7RPar) Let P=P'|R, Q=Q'|R, P'—> Q' and let [P'],, »*[0'], and by
repeat usage of (RPar) and structural congruence = we get
[P, [[R]I—-*1Q1, |[R], whatis [P'|R], =*[Q"| R, .

(7RComm) Let P=x(y:0).P'|x{z).P" and Q=P'{y <« z}|P". We need to
show, if fn (x(y:0).P'|X{(z).PYc N, then
[x(y:0).P"|x(z).P"],, >*[P{y <« z}|P"l,,. Let [x(y:0).P'|x{(z).P"], =
plmove x.(y : [c]).move p[P']| move x{z).move x[P"]]|[NT. By assumption
xeN, [N must contain  x[...]. After reduction we get
[P'T{y <z} |[P"T|INT, where [P'I{y<« z} is equivalent to [P'{y <« z}].
That gives [x(y:0).P'|x{z).P"],, o*[P{y < z}|P"], .

(7R Struct) Let P=_P, 0=, 0", P'—_ 0O and let
[P, =0P1,.[P1, -*101,.101, =001, . According transitivity of
structural congruence = we get [P'],- >*[O'] ..

Conclusions

The main choice in designing a calculus with mobile (lightweight) processes is
one of the mobility primitives for them. We have chosen to introduce, for the
moment, only one primitive move since it is already present, though in a context
of immobile locations, in well established concurrent calculus, such as Dz [7].
Also, this primitive might be argued to naturally model the elementary instruction
by which an agent moves from one location to another at the same level. A natural
alternative, or a natural extension, would be a thread mobility analogous to that for
ambients, i.e., capabilities to go one step up or down the tree hierarchy, by exiting
or entering an ambient.

We used this approach to encode standard z-calculus which expresses the
communication of named channels by our approach in a mobile ambient system.
The encoding was presented as an expressiveness test of our ambient calculus
with behavioral schemes [8].
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